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Subject: Privacy- Breach Policy 

Recommendation:  

For Council to review and direction.  

Background: 

Considering the history of privacy- breaches in similar townships and government sectors in the 

province of Ontario, it can be presented that there is opportunity for a possible outside privacy- breach 

to effect the township of North Kawartha. 

This policy aligns with the 2018-2022 North Kawartha Council Strategic Goal 3.1. A goal outlined to 

ensure good governance for the residents of North Kawartha. In proceeding to enact a policy to 

protect the residents of the township from outside breaches, the Council will be safeguarding the 

interest for the North Kawartha residents in total.  

Analysis: 

If a privacy breach is to occur, both the individuals affected by the breach and the Municipality as a 

whole are potentially vulnerable to adverse consequences.  

Consequence for Individuals: Unauthorized disclosure of personal information, leading to potential 

harm, identity theft and other forms of fraud.  

Consequences for Institutions: Lost public trust, risking legal consequences, cost of hardware/ 

software data security and overall negative perception on townships management.  

This policy is recommended through section 31 & 32 of the Municipal Freedom of Information and 

Protection of Privacy Act (MFIPPA).  

The purpose of this policy is to implement a preventative measure for the Township of North Kawartha 

in the case of a privacy- breach. The Township of North Kawartha aspires to foster greater public trust 
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by establishing clear accountability statements, including roles for the protection of personal 

information collected.  

In keeping with this objective the Township of North Kawartha plans to adopt a procedure with pre-

emptive means to protect public information and a policy to follow in the case of a possible breach. A 

process that will follow a criteria in order to ensure safety and good governance for the residents in 

the Township of North Kawartha. 

The Township collects and retains personal information to process requests for services, products 

and communicate with residents through legal and regulatory efforts.  

Privacy statement explains our practices regarding information the townships departments may 

collect. Any further information can be outlined in our township website.  

Website Information: https://www.northkawartha.ca/en/our-council/privacy-information.aspx 

Financial Implications: 

Potential privacy- breaches for a township has the possibility to amount in financial implications for the 

Township’s government and residents. In a web based attack there is the possibility for the township 

to be held ransom by alleged attackers.  

Ransom can be presented in various forms including withholding Township data or threatening to 

release resident’s personal information if not paid a financial sum.  

Strategic Plan:  

This Policy will align with the Corporate Strategic goal number 3.1. The Council’s strategic goals are 

meant to construct policies that empowers an effective government.  This overall strategic goal for 

2019-2022 Council years to maintain good governance in the Township.  In proceeding to enact a 

policy to protect the residents of the township from outside breaches, the Council will be safeguarding 

the interest for the North Kawartha residents in total.  

 

 


